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Key distribution
from causality constrains

By assuming the impossibility of arbitrarily-fast signaling, secret
key distribution can be implemnted from correlations that suff-
ciently violate a Bell inequality. A general security proof is pre-
sented according to the strongest notion of security, the so called
universally-composable security. The no-signaling assumption is
Imposed at the level of outcome probabilities only, therefore, the
protocol remains secure In situations where the honest parties dis-
trust their quantum apparatuses. In our scheme, Bell inequalities
play the role usually associated to entropies, and randomness Iis
extracted by processing outcomes of Bell-violating measurements
with a constant hash function. This contrasts with previous
schemes in classical/quantm information theory (e.g. two-universal
hashing, extractors), where the hash function is necessarily ran-
dom.
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